Has a cyber risk assessment been carried out?
· What were the key findings?
· How are those risks being tracked and reduced?
· When were these last reviewed?
· Who owns them?
· How are staff made aware of them?

Are our systems updated regularly?
· How do we manage updates?
· How do we know it’s working?

Do staff and board members receive appropriate training?
· Are staff up to date on phishing awareness and password security?
· Is training tailored to different roles?
· When was the last training session?
· How many staff completed it?

Cyber security and governance
Questions you can ask

Specific areas for concern
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Outdated software
· Do we have a process for keeping systems updated?
· When were critical systems last patched?
· Are we running any out-of-support software?

Human error
· Have all staff received cyber training in the last 12 months?
· Is the training scenario-based and practical?
· Are governors included?

Remote learning platforms
· What process do we have to vet & approve these platforms before use?
· How is access to these platforms controlled and limited to the right users (pupils and staff)?
· What monitoring or alerts do we have in place to detect suspicious activity on these platforms?

Cyber incident response plan 
· Has the plan been tested?
· Who owns the plan?
· How are relevant staff informed about the school's Cyber Incident Response Plan and their role within it?
· What went well — and what didn’t?
· How was it reviewed and improved?

The school’s risk register
· What have we learned from recent cyber incidents or near misses, and what changes have been made as a result?
· Are there any gaps we’ve identified from past incidents – in training, technology, or processes – that need attention?
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